Cny>6bl, NPOTOKO/1bI X NOPTHI

ConpoBoXaatoLLMe JOKYMEHTbI

e Firewall Filters
o Packet Marking(Mangle)
e Certificate Management

13meHeHMe yCTaHOBOK CyX0

YpoBeHb MeHt0: /ip service

CBoIACTBO onucaHue

name - Ha3BaHue CNyXObl

port(integer: 1..65535) - cneununyHbIA NOPT KOTOPbIV CNyLLAeT CnyXxo6a

address(IP address/mask; default: 0.0.0.0/0) - IP agpec(agpeca) ¢ KOTOPbIX paspeLleH AoCTyn K
cny>x6am

certificate (name | none; No yMon4yaH1IO: NONE) - UMA CepTURMKATA KOTOPbIA UCMOMb3YeT
onpefeneHHas cnyxoa

Mpumep

[nsi HAaCTPOVKM WWW CNy>X6bI Ans cnonb3oBaHus nopta 8081 n3 cetn 10.10.10.0/24
BbINOJIHUTE CreaytoLLee

[adm n@M kroTi k] ip service> print
Flags: X - disabled, |I - invalid
# NAVE PORT ADDRESS CERTI FI CATE

0 telnet 23 0.0.0.0/0

1 ftp 21 0.0.0.0/0

2 ww 80 0.0.0.0/0

3 ssh 22 0.0.0.0/0

4 ww-ssl 443 0.0.0.0/0 none

[admi n@M kroTi k] ip service> set ww port=8081 address=10.10. 10. 0/ 24
[adm n@ kroTi k] ip service> print
Flags: X - disabled, | - invalid
# NAMVE PORT ADDRESS CERTI FI CATE

0 telnet 23 0.0.0.0/0


admin@MikroTik
admin@MikroTik
admin@MikroTik

1 ftp 21 0.0.0.0/0

2 www 8081 10.10.10.0/24

3 ssh 22 0.0.0.0/0

4 www-ssl 443 0.0.0.0/0 none

[adm n@ kroTi k] ip service>

Cnncok cnyxo

Hwxe npeAcTaBneH CNNCOK NPOTOKO/IOB U NOPTOB KOTOPbIE UCNOMbL3YIOT Cy>Kobl Mikrotik

RouterOS.

HeKOTOpre C]'Iy)K6bI Tpe6y|0T AOMNOMHNTENTIbHO YCTAaHOB/IEHHbLIX MaKETOB.

Mopt/MpoTokon  |Onucaxve

20/tcp File Transfer Protocol FTP [Data Connection]

21/tcp IFile Transfer Protocol FTP [Control Connection]

|22/tcp |Secure Shell SSH remote Login Protocol (Only with security package)
23/tcp Telnet protocol

53/tcp IDomain Name Server DNS

53/udp \Domain Name Server DNS

|67/udp |Bootstrap Protocol or DHCP Server (only with dhcp package)

|68/udp |Bootstrap Protocol or DHCP Client (only with dhcp package)

80/tcp \World Wide Web HTTP

1123/udp INetwork Time Protocol NTP (Only with ntp package)

1161/udp Simple Network Menagment Protocol SNMP (Only with snmp package)
|443/tcp |Secure Socket Layer SSL encrypted HTTP(Only with hotspot package)
|500/udp |Internet Key Exchange IKE protocol (Only with ipsec package)
|521/udp |R0uting Information Protocol RIP (Only with routing package)
179/tcp Border Gateway Protocol BGP (Only with routing package)

11080/tcp ISOCKS proxy protocol

|1701/udp |Layer 2 Tunnel Protocol L2TP (Only with ppp package)

11718/udp H.323 Gatekeeper Discovery (Only with telephony package)

11719/tcp H.323 Gatekeeper RAS (Only with telephony package)

11720/tcp H.323 Call Setup (Only with telephony package)

|1723/tcp |Point—to—Point Tuneling Protocol PPTP (Only with ppp package)
|1731/tcp |H.323 Audio Call Control (Only with telephony package)

11900/udp \Universal Plug and Play uPnP

2828/tcp \Universal Plug and Play uPnP

2000/tcp IBandwidth-test server

3986/tcp

IProxy for winbox



admin@MikroTik

3987/tcp

|SSL proxy for secure winbox (Only with security package)

5678/udp IMikroTik Neighbor Discovery Protocol

8080/tcp IHTTP Web proxy (Only with web-proxy package)

8291/tcp \Winbox

20561/udp IMAC winbox

5000+/udp IH.323 RTP Audio Streem (Only with telephony package)

i ICMP - Internet Control Message Protocol

4 [IP - IP in IP (encapsulation)

147 \GRE - General Routing Encapsulation (Only for PPTP and EolP)

150 ESP - Encapsulating Security Payload for IPv4 (Only with security
package)

51 \AH - Authentication Header for IPv4 (Only with security package)

/89 |OSPFIGP - OSPF Interior Gateway Protoco




